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1
Decision/action requested

This document proposes to add conclusion on authorization in the non-delegated Subscribe-Notify interaction scenarios.
2
References

[1] 
S3-194165 New KI: Service access authorization for non-delegated subscribe-notify
3
Rationale
Conclusion on KI #X [1] is proposed.
The KI #X proposed a general requirement on NF-NF authorization that “The 5G system shall support an authorization mechanism for the "Subscribe-Notify" scenarios for the scenario that NF_A subscribes the service of NF_B for itself”.  
Currently, for the scenario that NF_A subscribes the service of NF_B for itself, the access token defined in SA3 for service authorization currently cannot assure whether the URL sent in the subscription request is authorized by the NRF or not, since the subject part of the generated token only includes the instance ID of the NF_A. 
From the security point of view, Solution #X can be used here by introducing the parameters contained in the subscribe request, such as notification URI of the NF consumer, to the token request and token verification. 

In the end, the solution #X fully meets the requirements in Key issue #X from the security point of view, and is recommended for normative work.
4
Detailed proposal

***
BEGIN CHANGES
***

7.X
Conclusion on KI #X 
The KI #X is about authorization in the non-delegated “Subscribe-Notify” interaction scenarios.

It is concluded that solution #X supporting introduce the Notification URI to the token request and token verification as an enhancement for OAauth authorization will be recommended during the normative work, which is not supported in Rel15.

**
END OF CHANGES
***
